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. POLICY:

It isthe policy of the Montana Department of Corrections to dlow end user development of Department
business systems when procedures are followed to ensure the rdiability, stability, accuracy and
maintainability of the systems devel oped.

IMPLEMENTATION:
This policy was re-numbered without content change on June 26, 2002.

AUTHORITY:
2-15-112, MCA. Duties and Powers of Department Heads

53-1-203, MCA. Powers and Duties of Department of Corrections

DEFINITIONS:
Accuracy means that the system produces results that can be verified as accurate and correct.

Department Business Systems means a system or systems that process datain away that saff in the

Department rely upon the results to make business decisons which impact more than asingle busness
unit. For example, aLotus 1-2-3 spreadshect that an individua bureau used to manage its budget would
not meet this definition (a desktop data management system), while one relied upon by severd bureaus
probably would. Thisis not dways aclear diginction. The key factor is how serioudy system failure
might impact more than asmadl sector of the Department in its ability to fulfill its misson.

End Users include offenders who may be employed by the Department.
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M aintainability means that the system iswell documented so that someone other than the person

origindly deveoping the system can easlly take over respongbility for it.

Reliability meansthat a system gives consistert results over time when processing the same or Smilar

data

Stability means that the system maintains maximum "up time" in avariety of operating Stuations. It is not

prone to "crashing”.

PROCEDURES:

A. Thispalicy isnot intended to discourage initiative, cregtivity, or more effective use of computers by
Department end users. Rather, it recognizes that with the placement of more computing power with

end users there are cartain risks that can be minimized.

B. Ingenerd, the more reliance placed upon a system, and the more it affects the ability of numerous
daff to perform their jobs, the more the development of that system should follow the traditiona and

established procedures for systems design and devel opment.

C. Thispolicy doesnot attempt to outline al of the principles and procedure for system design and

development. The Information Technology Bureau is available to assst end usersin this regard when

appropriate.

D. Key Issues:

1. Systemsshould be developed using State and/or Department standard software. Typicdly, this

isnot an issue until the system requires a database or programming language. Systems

developed using nongtandard software are at risk for future support, either from within the

Department or by the Department of Adminigration.

2. Systems should aways be thoroughly tested, with results being verified by manua caculations
for accuracy. Thistesting should involve both "tes" and "actud" data. Test datatypicaly only
checks cdculaionsin extreme Stuations. Actud datais the redlity the syslem must face day-in

and day-out.
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3. Systems should be documented. This documentation should be complete, clear and concise to
the extent that an individua other than the origina developer can take over sysem maintenance
and support. Thisisintended to prevent system problems after the developer has transferred,
terminated, etc.

4. Managers are cautioned that there are Sgnificant risks involved and that short-term expediency
may result in serious long-term consequences. The Information Technology Bureau is available
to review the specific Stuation whenever there are questions, concerns or doubts, and to advise
individua end users and/or managers about potentid risks.

VI. CLOSING:
Questions concerning this policy should be directed to the Information Technology Bureau Chief.



